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Kubernetes
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https://www.youtube.com/hoonjo

=l

The 4C's of Cloud Native Security (https://kubernetes.io/docs/concepts/security/overview/)
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apiVersion: vl
kind: Pod
metadata
labels
run: aa-sleepy
name: aa-sleepy

annotations

contailner.apparmor.security.beta.kubernetes.io/aa-sleepy: localhost/deny-write

spec
containers
image: sysnet4admin/sleepy
name: aa-sleepy
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#fileName: deny-write

#include <tunables/global>

#include <abstractions/base>

/** W,
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apiVersion: crd.security.sysdig.com/vlalphal
kind: AppArmorProfile
metadata
name: deny-write
spec
# Add fields here
enforced: true
rules: |
# read only file paths
file,
deny /** w,

kube-a PParmor-manager (htps:/github.com/sysdiglabs/kube-apparmor-manager)
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apiVersion: crd.security.sysdig.com/vlalphal
kind: AppArmorProfile
metadata
name: apparmorprofile-sample
spec
rules: |
# This is the default deny mode of AppArmor profile.
# List the allow rules here separated by new line character.

# allow few read/write activities
allow /etc/* r,
allow /tmp/* rw,

# allow few commands execution
allow /bin/echo mrix,
allow /bin/sleep mrix,
allow /bin/cat mrix,
enforced: true # set profile to enforcement mode if true (complain mode if false)

kube-a PParmor-manager (htps:/github.com/sysdiglabs/kube-apparmor-manager)
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kubectl krew install apparmor-manager

kubectl apparmor-manager status

132.ec2.internal 172.20.45.132
2.ec2.internal 172.20.54.2
7.ec2.internal 172.20.58.7

kubectl apparmor-manager enforced

62.ec2.internal
231.ec2.internal
19.ec2.internal
60.ec2.internal

54,91 . xXX.XX
54,82 .XX.XX
18.212 . XXX . XXX

default
default

default

false

true
true

kube-a PParmor-manager (htps:/github.com/sysdiglabs/kube-apparmor-manager)
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Thank you!

Any Questions?




