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Background

Part 1:



Upstream
and

Downstream
github.com/TryGhost/node-sqlite3

npm install sqlite3

https://github.com/TryGhost/node-sqlite3


Security Researcher / Reporter / Discoverer

What do you call the person who finds a 
vulnerability?



v1.3.1 patch for 
v2.1.0

v1.3.2
FAILS TO 

BUILD

Backporting

v2.1.0 patch for 
v2.1.0 v2.1.1

patch 
backported 
for v1.3.1

v1.3.2v1.3.1



Calvin and Hobbes by Bill Watterson for October 01, 1992

Regression



What is a vulnerability?

https://cwe.mitre.org/data/definitions/787.html



What is a CVE?
(Common Vulnerabilities and Exposures )



image from https://chandanbn.github.io/cvss/

CVSS



Slide from the CVE Program’s “CVE Services Workshop” on November 2nd 2022. Shared with MITRE’s permission.



Anyone can request a CVE



Key CVE Information



Misassigned CVEs

● A CVE not considered a security 
issue by upstream



Misassigned CVEs

● A CVE not considered a security 
issue by upstream



Misassigned CVEs

● A CVE in downstream assigned 
to upstream

● More examples: 
https://www.sqlite.org/cves.html 

https://www.sqlite.org/cves.html


Misassigned CVEs

● A CVE that was assigned to a 
bug with no security impact





Vulnerability Disclosure

Full Disclosure
Coordinated 

Vulnerability Disclosure Private Disclosure

See OpenSSF’s Preparing for Zero-Day

https://www.youtube.com/watch?v=kdtDNx6tq6Y


Security Maintenance

● Reactively close vulnerabilities

● Track and address vulnerabilities 

● Coordinate with upstream

● Apply and backport patches



Ubuntu Security Maintenance

Part 2:



Ubuntu Pro



Step 1: Initial Triage

● Determine what is affected

● Determine severity

● Determine response



Step 2: Patching

● Patch specific research

● Backport patch to older releases

e.g., Bug Reporte.g., Merge Requeste.g., patch



Step 3: Changelog



Step 4: Patch Testing

● Compare build logs and run 
internal tools

● Test local and Launchpad builds

● Test against vulnerability



Step 5: Publication and Announcement

● Publish package to Ubuntu 
Archive

● Announced by email

● Re-published on Ubuntu website 
and by third-parties



Step 6: Monitor Feedback



Improving FOSS Security

Part 3:





It is okay to disclose vulnerabilities.

(*^-^)ノ



Bram Moolenaar @brammool
Author of Vim

Use After Free in function did_set_string_option fix in vim - Sep 28

Stack-based Buffer Overflow in function win_redr_ruler fix in vim - Sep 26

Use After Free in function process_next_cpt_value fix in vim - Sep 24

Stack-based Buffer Overflow in function ex_finally fix in vim - Sep 24

Access violation near NULL on destination operand eval.c:2603:37
 in segmentation fault fix in vim - Sep 22

Use After Free in function movemark fix in vim - Sep 21

Use After Free in function getcmdline_int fix in vim - Sep 17

Heap-based Buffer Overflow in function utfc_ptr2len fix in vim - Sep 16

Null Dereference in vim_regcomp() fix in vim - Sep 7

Use After Free in function do_tag fix in vim - Sep 5

Use After Free in function do_cmdline fix in vim - Sep 2

Use After Free in Function qf_buf_add_line( ) fix in vim - Aug 29

Use After Free in function get_next_valid_entry fix in vim - Aug 27

Use After Free in function qf_fill_buffer fix in vim - Aug 24

NULL Pointer Dereference in function do_mouse fix in vim - Aug 24

Use After Free in function vim_vsnprintf_typval fix in vim - Aug 22

NULL Pointer Dereference in function sug_filltree fix in vim - Aug 21

Use After Free in function find_var_also_in_script fix in vim - Aug 18

NULL Pointer Dereference in function generate_loadvar fix in vim - Aug 17

use after free in function generate_PCALL fix in vim - Aug 16

Heap-based Buffer Overflow in function latin_ptr2len fix in vim - Aug 16

Buffer Over-read in function utf_head_off fix in vim - Aug 16

Use After Free in function string_quote fix in vim - Aug 14

Out-of-bounds read in function check_vim9_unlet in vim/vim fix in vim - Aug 14

Heap-based Buffer Overflow in function compile_lock_unlock in vim/vim fix in vim - Aug 14

Undefined behavior in diff_write_buffer() fix in vim - Jul 30

Out-of-bounds Read in function utf_ptr2char fix in vim - Jul 29

Buffer Over-read in function current_quote fix in vim - Jun 18

use after free in skipwhite fix in vim - Jun 9

Out-of-bounds write in function append_command fix in vim - Jun 6

Use After Free in function utf_ptr2char fix in vim - Jun 1

Heap-based Buffer Overflow in function vim_regsub_both fix in vim - May 30

Buffer Over-read in function utf_ptr2char fix in vim - May 28

Use After Free in function find_pattern_in_path fix in vim - May 26

Out-of-bounds write in function vim_regsub_both fix in vim - May 26

Heap-based Buffer Overflow in function utf_head_off fix in vim - May 25

Out-of-bounds read in function gchar_cursor fix in vim - May 24

heap-use-after-free in function find_pattern_in_path fix in vim - May 18

Out-of-bounds write in function vim_regsub_both fix in vim - May 18

Infinite recursive function calls result in stack overflow fix in vim - May 17

Buffer Over-read in function get_one_sourceline fix in vim - May 17

Buffer Over-read in function utfc_ptr2len fix in vim - May 16

Heap-based Buffer Overflow in function skip_string fix in vim - May 16

NULL Pointer Dereference in function vim_regexec_string fix in vim - May 15

Buffer Over-read in function grab_file_name fix in vim - May 14

NULL Pointer Dereference in function vim_regexec_string at regexp.c:2733 fix in vim - May 11

Buffer Over-read in function find_next_quote fix in vim - May 9

Heap buffer overflow in vim_strncpy find_word fix in vim - May 8

NULL Pointer Dereference in function vim_regexec_string at regexp.c:2729 fix in vim - May 7

Heap-based Buffer Overflow in function cmdline_erase_chars fix in vim - May 7

Use after free in append_command fix in vim - May 6

Use of Out-of-range Pointer Offset fix in vim - Apr 17

global heap buffer overflow in skip_range fix in vim - Apr 16

heap buffer overflow in get_one_sourceline fix in vim - Mar 29

heap-buffer-overflow occurs in function eval_string ./vim/src/typval.c:2226 fix in vim - Jul 29

Heap-based buffer overflow in function vim_iswordp_buf fix in vim - Jul 28

Heap-based Buffer Overflow in function ins_compl_infercase_gettext() fix in vim - Jul 23

Heap Use After Free in function skipwhite fix in vim - Jul 7

Heap-based buffer overflow in function ins_compl_add fix in vim - Jul 7

Heap-based Buffer Overflow in function ins_compl_add fix in vim - Jul 7

Stack-based Buffer Overflow in function spell_dump_compl fix in vim - Jul 4

Heap Use After Free in function ex_diffgetput fix in vim - Jul 2

Out-of-bound write in function parse_command_modifiers fix in vim - Jul 2

Out-of-bound read data in function suggest_trie_walk() abusing array byts fix in vim - Jul 1

Out-of-bounds Read in function ins_bytes fix in vim - Jul 1

Integer Overflow in function del_typebuf fix in vim - Jul 1

Heap-based Buffer Overflow in function utfc_ptr2len fix in vim - Jul 1

Heap-based buffer overflow in function inc fix in vim - Jun 30

Out-of-bound read in function msg_outtrans_special fix in vim - Jun 29

Null pointer dereference in function skipwhite fix in vim - Jun 27

Out-of-bound write in function ml_append_int fix in vim - Jun 26

Null pointer dereference in function diff_check fix in vim - Jun 26

Heap-based buffer overflow in function ins_bs fix in vim - Jun 26

Out-of-bound read in function msg_outtrans_attr fix in vim - Jun 25

Out-of-bounds Read in function get_lisp_indent fix in vim - Jun 22

Heap-based Buffer Overflow in function utf_ptr2char fix in vim - Jun 22

Buffer Over-read in function put_on_cmdline fix in vim - Jun 22

Memory leaks in function vim_strsave fix in vim - Jun 21

Out-of-bounds write in function vim_regsub_both fix in vim - Jun 18

Out-of-bounds Read in function suggest_trie_walk fix in vim - Jun 18

Heap-based Buffer Overflow in function get_lisp_indent fix in vim - Jun 18

Use after free in utf_ptr2char fix in vim - Mar 29

Heap-based Buffer Overflow occurs in vim fix in vim - Mar 13

Use of Out-of-range Pointer Offset fix in vim - Feb 22

Heap-based Buffer Overflow fix in vim - Feb 21

NULL Pointer Dereference fix in vim - Feb 20

Use of Out-of-range Pointer Offset fix in vim - Feb 19

Stack-based Buffer Overflow fix in vim - Feb 16

Heap-based Buffer Overflow fix in vim - Feb 12

Use of Out-of-range Pointer Offset fix in vim - Feb 9

Floating Point Comparison with Incorrect Operator fix in vim - Feb 5

Use After Free fix in vim - Feb 1

Heap-based Buffer Overflow fix in vim - Jan 30

Use After Free fix in vim - Jan 29

Stack-based Buffer Overflow fix in vim - Jan 28

Heap-based Buffer Overflow fix in vim - Jan 28

Out-of-bounds Read fix in vim - Jan 27

Heap-based Buffer Overflow fix in vim - Jan 27

Out-of-bounds Read fix in vim - Jan 25

Heap-based Buffer Overflow fix in vim - Jan 25

Heap-based Buffer Overflow fix in vim - Jan 25

Access of Memory Location Before Start of Buffer fix in vim - Jan 24

Out-of-bounds Read fix in vim - Jan 20

Heap-based Buffer Overflow fix in vim - Jan 20

Heap-based Buffer Overflow fix in vim - Jan 17

Heap-based Buffer Overflow fix in vim - Jan 13

Allocation of Resources Without Limits or Throttling fix in vim - Jan 11

Heap-based Buffer Overflow fix in vim - Jan 9

Use After Free fix in vim - Jan 8

Out-of-bounds Read fix in vim - Jan 5

Out-of-bounds Read fix in vim - Dec 30

Use After Free fix in vim - Dec 30

Use After Free fix in vim - Dec 28

Use After Free fix in vim - Dec 26

Out-of-bounds Read fix in vim - Dec 24

Untrusted Pointer Dereference fix in vim - Dec 24

Heap-based Buffer Overflow fix in vim - Dec 18

Use After Free fix in vim - Dec 5

Heap-based Buffer Overflow fix in vim - Nov 25

Heap-based Buffer Overflow fix in vim - Nov 19

Use After Free fix in vim - Nov 17

Heap-based Buffer Overflow fix in vim - Nov 17

Heap-based Buffer Overflow fix in vim - Nov 17

Use of Uninitialized Variable fix in vim - Nov 4

Heap-based Buffer Overflow fix in vim - Nov 4

Heap-based Buffer Overflow fix in vim - Oct 25

Heap-based Buffer Overflow fix in vim - Oct 9

Heap-based Buffer Overflow fix in vim - Oct 8

Use After Free fix in vim - Sep 11

Heap-based Buffer Overflow fix in vim - Sep 7

Heap-based Buffer Overflow fix in vim - Sep 5



There are no security specific releases of kitty. 
Security bugs are fixed and released just like all 
other bugs.

- https://github.com/kovidgoyal/kitty/blob/master/SECURITY.md





It is okay to disclose vulnerabilities.

(*^-^)ノ



Write a Security Policy.

(*^-^)ノ



● Explain to researchers how they can report vulnerabilities to you.

● “If you find a vulnerability email me@abc.xyz” is much better than nothing!

Write a Security Policy



● OpenSSF has excellent guides!

OpenSSF Security Policy

https://github.com/ossf/oss-vulnerability-guide/blob/main/templates/security_policies/github_security_policy.md



LXD Security Policy

● Documents application security

● Describes threat model

● States how to contact LXD



Write a Security Policy.

(*^-^)ノ



● Work with the researcher

Communication



● Be involved in CVE process

● Create issues or bug reports for vulnerabilities

● Make announcements

● Document vulnerabilities in changelog

Communication



● Clearly describes problem and solution

Patching for Maintenance



● Specific patch

Patching for Maintenance



● Add test to reproduce vulnerability

Patching for Maintenance



● Static Analyzers

● Fuzzers

● Bug bounties

Proactive discovery



● Automate or run static analyzers and fuzzers and projects 

● Triage new reports

● Suggest a Security Policy

Getting Involved



● It is okay to disclose vulnerabilities

● Write a Security Policy

● Communicate vulnerabilites

● Patch for maintenance

Recap



Ubuntu Security Careers

https://canonical.com/careers
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Resources

General:

OpenSSF’s Concise Guides

OpenSSF’s Preparing for Zero-Day (video)

FIRST

Common Weakness Enumeration (CWE)

LXD Security video

cveform.mitre.org

 

Proactive tooling lists:

Static Analyzers

Fuzzers

https://openssf.org/blog/2022/09/13/introducing-new-concise-guides-for-developing-more-secure-software-and-evaluating-open-source-software/
https://www.youtube.com/watch?v=kdtDNx6tq6Y
https://www.first.org/
https://cwe.mitre.org/
https://www.youtube.com/watch?v=cOOzKdYHkus
https://cveform.mitre.org
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://owasp.org/www-community/Fuzzing


Thank you. Questions?


